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Colombo Technology Penetration Test

1. Attack Origin

External Penetration Test

Attack from the Internet on assets
connected to the Internet. Simulates
an external attacker trying to gain
access.

Internal Penetration Test

Attack from the internal network on
assets connected to the network.
Simulates a hacker who is already in
the company.

Hybrid Penetration Test

Web: https://cybersecurity.colombo.technology/

2. Asset Type(s)

Server & Cloud

Network & Infrastructure

PC's, Laptops & Smartphones

Websites & Web Apps

Android & iOS Apps

- Email: cybersecurity@colombo.technology

3. Attack Module(s)

Information Gathering
Attack Surface Discovery
Vulnerbility Check
Exploitation

Takeover

Lateral Movement

Brute Force*

Denial of Service*

Revision Test

OWASP (Mobile) Top 10, etc.

More modules possible!
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